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STUDENT CIRCULAR

Date:11.12.2018

The Department of Computer Science and Engineering plans to conduct a Value Added Course

n “NETWORK SECURITY ” by S. TamilSelvi, M/S Chase Technologies, for the benefit of
IIT year B.E (CSE) Students. The course is scheduled for December 19th, 2018 to January 19th,
2019 and will cover 33 hours in 5 weeks.All students must attend all classes with 75%

attendance and score 50% on the Quiz. Students who complete the course successfully will

receive certificates.
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VALUE-ADDED COURSE- SUMMARY REPORT
COURSE NAME: NETWORK SECURITY

Date: 19-12-2018 to 19-01-2019
Time: 4.00 PM to 5.50 PM

Speaker: M/s Tamil Selvi
Course Hours: 33

No of weeks: 5

No of Modules: 5
Students Registered: 86
Attended Students: 86
Students Certified: 86

Objective of the Course:

e To understand the core network security concepts, network types, and their security

needs.

To Apply the threat modeling and risk assessment to identify and manage network
vulnerabilities.
To Develop the network security policies and ensure regulatory compliance.

To Utilize the incident management and vulnerability assessment techniques to
strengthen network security.

Summary of the course :

A total of 86 Students were Participated and got introduced with Network Security .This

Network Security course trained students to evaluate threats, establish security policies,

maintain compliance, and manage incidents, equipping them for practical challenges
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Course Outcomes:

Upon successful completion of this course,students should be able to:

e Understand and Explain Key Network Security Concepts, including the specific security
needs for different types of networks, such as LAN and WAN.

e Identify and Assess Network Risks by using threat modeling and risk assessment
techniques to detect and manage vulnerabilities.

e Develop and Implement Security Policies that protect networks and ensure compliance
with key regulations.

e Respond to Security Incidents and Conduct Vulnerability Assessments by using tools and

techniques to detect, document, and address security threats effectively.
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From Date: 11-12-2018

The HOD,

Department of Computer Science and Engineering,
Aalim Muhammed Salegh College of Engineering,
Muthapudupet, Avadi,

Chennai- 600 055.
To
The Principal,

Aalim Muhammed Salegh College of Engineering,
Muthapudupet, Avadi,

Chennai - 600 055.

Subject: Requisition for Approval of Value-Added Course on “Network Security”- Reg.
Respected Sir,

We would like to arrange a Value-Added Course on the title “Network Security” for third-year CSE
students. The Course will be conducted by “Ms. S.Tamil Selvi”, M/s Chase Technologies. The Value-Added
Course will be conducted from 19.12.2018 to 19.01.2019. So we kindly request you to provide approval for the

same.

Thanking you

NM OL Yours Feighfully
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Course Name: NETWORK SECURITY

AALIM MUHAMMED SALEGH COLLEGE OF ENGINEERING

IAF-AVADI, CHENNALI - 55

DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

Value Added Course Details

Date : 19/12/2018 to 19/01/2019

Week

Content

Total Hours/Week

Module 1: Introduction to Network Security Concepts

e Overview of Network Security: Key concepts and

terminology.

e Types of Networks: LAN, WAN, MAN, and their
specific security needs.

e Network Security Objectives: The role of network

security in protecting organizational assets.

Module 2: Threat Modeling and Risk Assessment

e Understanding Threat Models: Identifying potential
threats to network infrastructure.

¢ Risk Assessment Methodologies: Introduction to
qualitative and quantitative risk assessments.

¢ Developing a Risk Management Plan: Steps to

create a risk management strategy for network
security.

Module 3: Network Security Policies and Governance

e Importance of Security Policies: Overview of why

policies are crucial for network security.
e Types of Security Policies: Acceptable use policy,

incident response policy, and data protection policy.
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e Compliance and Regulations: Understanding GDPR,

HIPAA, and other relevant security regulations.

Module 4: Incident Management and Forensics

e Incident Management Process: Steps for preparing
for, detecting, and responding to incidents.

¢ Digital Forensics Basics: Introduction to the
principles of digital forensics and data recovery.

e Documentation and Reporting: Importance of
documenting incidents and the process for effective

reporting.

Module 5: Network Security Testing and Vulnerability

Assessment

e Vulnerability Scanning: Overview of tools (e.g.,
Nmap, Nessus) for detecting network vulnerabilities
and configuration issues.

e Penetration Testing Basics: Introduction to ethical
hacking, including reconnaissance, exploitation, and
reporting.

e Interpreting and Remediating Vulnerabilities: How
to prioritize, document, and address findings from

vulnerability assessments and penetration tests.

Total Hours

33
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DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING ‘
COURSE NAME:NETWORK SECURITY TIMING:4.00 P.M TO 5.50 PM
S.No DATE COURSE CONTENT
1 19/12/2018 Overview of Network Security: Key concepts and terminology.
7 20/12/2018 Types of Networks: LAN, WAN, MAN, and their specific security needs.
3 21/12/2018 The role of network security in protecting organizational assets.
4 24/12/2018 Models: Identifying potential threats to network infrastructure.
5 26/12/2018 Introduction to qualitative and quantitative risk assessments.
6 27/12/2018 Steps to create a risk management strategy for network security.
7 28/12/2018 Overview of why policies are crucial for network security.
8 31/12/2018 Types of Security Policies
9 02/01/2019 Compliance and Regulations
10 03/01/2019 Understanding GDPR,HIPAA
11 04/01/2019 Incident Management Process:
12 07/01/2019 Digital Forensics Basics:
13 08/01/2019 Documentation and Reporting:
14 09/01/2019 Vulnerability Scanning:
15 10/01/2019 Introduction to ethical hacking
16 11/01/2019 Exploitation and reporting.
17 18/01/2019 How to prioritize document
18 19/01/2019 Vulnerability assessments and penetration tests
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~ COURSE NAME:NETWORK SECURITY
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COURSE NAME:NETWORK SECURITY
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! CHASE TECHNOLOGIES

Chase Technologies

SI.NO:1819110101
R&D-Manager

Date: 4-02-2019

CERTIFICATE OF COMPLETION

This is to certify that Mr/Ms AADHIL ARSATH GANI S (REG
NO:110116104001) Department of Computer Science and Engineering at Aalim
Muhammed Salegh College of Engineering , IAF-Avadi has successfully
completed the Value Added Course on “ NETWORK SECURITY ” held from 19"

- Dec 2018 to 19" Jan 2019.
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CHASE TECHNOLOGIES

Chase Technologies

SI1.NO:1819110102
R&D-Manager

Date: 4-02-2019

CERTIFICATE OF COMPLETION

This is to certify that Mr/Ms AAYASHA KHAN(REG NO:110116104002)
Department of Computer Science and Engineering at Aalim Muhammed Salegh
College of Engineering , IAF-Avadi has successfully completed the Value Added
Course on “ NETWORK SECURITY ” held from 19" Dec 2018 to19* Jan 2019.
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Chase Technologies

SI.NO:1819110103
R&D-Manager

Date: 4-02-2019

CERTIFICATE OF COMPLETION

This is to certify that Mr/Ms ABDUL AATHIL A M (REG NO:110116104003)
Department of Computer Science and Engineering at Aalim Muhammed Salegh
College of Engineering , IAF-Avadi has successfully completed the Value Added
Course on “ NETWORK SECURITY ” held from 19" Dec 2018 to19* Jan 20109.
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p CHASE TECHNOLOGIES

Chase Technologies

SI.LNO:1819110104
R&D-Manager

Date: 4-02-2019

CERTIFICATE OF COMPLETION

This is to certify that Mr/Ms ABDUL KALAM F (REG N0:110116104005)
Department of Computer Science and Engineering at Aalim Muhammed Salegh
College of Engineering , IAF-Avadi has successfully completed the Value Added
Course on “ NETWORK SECURITY ” held from 19" Dec 2018 to19* Jan 2019.
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