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STUDENT CIRCULAR

Date: 04.08.2020

The Department of Computer Science and Engineering plans to conduct a Value
Added Course on “CYBER SECURITY” by “ Mr.REMO JESURAJ, M/s Chase
Technologies”, for the benefit of II year B.E CSE Students. This Course is Scheduled
from 12-08-2020 to 05-09-2020 at 4.00 PM to 5.50 PM for 34 hours(4 WEEKS). All
students must attend all the online classes with 75% attendance and score 50% marks on
the quiz. .Students who complete the course successfully will receive e-certificates
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r% AALIM MUHAMMED SALEGH COLLEGE OF ENGINEERING
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- DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING _ . _.M:
VALUE-ADDED COURSE- SUMMARY RE'IPORT

COURSE NAME: CYBER SECURITY

Date: 12-08-2020 to 05-09-2020

Course Hours: 34 Hours

No. of Weeks: 4

No. of Modules: 4

Time: 4.00P.M to 5.50P.M

Mode of Conduction: Online

Speaker: Remo Jesuraj

Students Attended: 85

Objective of the Course:

e [Exhibit knowledge to secure Corrupted systems, protect personal data, and secure computer
networks inan Organization.
Develop cyber security strategies and policies

e To prevent data breaches and identity theft by safe guarding sensitive informationfrom
hackers, cyber criminals, and other malicious actors

e Understand principles of web security and to guarantec a sccure network by monitoring and
analyzing the nature of attacks through cyber/computer forensicssoftware/tools

Summary of the course: A total of 85 students were Participated and got introduced withCyber

Security . The students will learn analyze and evaluate the cyber security needs of organization

Course Outcomes:
Upon Successful completion of this course students should be able to:

e  Measure the performance and troubleshoot Cyber security systems
e Implement Cyber security solutions and use of cyber security, information assurance ,and

cyber/computer forensics software/tools.
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e  Determine and analyze software vulnerabilities and security solutions to reduce the risk of

exploitation Build machine learning model. 3 H
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From

The HOD,
Department of Computer Science and Engineering,
Aalim Muhammed Salegh College of Engineering,
Muthapudupet, Avadi,
Chennai- 600 055.

To
The Principal,
Aalim Muhammed Salegh College of Engineering,
Muthapudupet, Avadi,

Chennai - 600 055.

Subject: Requisition for Approval of Value-Added Course on “Cyber Security”- Reg.

Respected Sir,

Date: 04-08-2020

We would like to arrange a Value-Added Course on the title “Cyber Security” for second-year CSE

students. The Course will be conducted by “Mr. Remo Jesuraj”, M/s Chase Technologies. The Value-Added

Course will be conducted from 12.08.2020 to 05.09.2020. So we kindly request you to provide approval for the

same.

Thanking you
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AALIM MUHAMMED SALEGH COLLEGE OF ENGINEERING
IAF-AVADI,CHENNAI-55

DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING
Value Added Course Details

Course Name: Cyber Security Date : 12-08-2020 to 05-09-2020

Week Content Total Hours

Module 1: INTRODUCTION TO
CYBER SECURITY

e What's Cyber Security
1 e Types of Cyber Security 8
e Cyber Security Goals
e Types of Cyber Security Threats
e Cyber Security Benefits

Module 2: CONCEPT OF
CYBERSPACE

e Threat Intelligence

e [ncident Response
2 e Security Information and Event 8
Management (SIEM)
e Advanced Persistent Threats
(APTs)

e Zero Trust Architecture

Module 3: CONCEPT OF

CYBER CRIME
e Artificial Intelligence and
Machine Learning in Cybercrime
® Autonomous Devices and
Systems
o Internet of Things (loT) Security
° quckq;_hﬁ-imfﬁn_d Distributed
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Ledger Technologies (DLTs)

Module 4: MALWARE AND
ITS TYPES

e Fileless Malware

9
e Polymorphic Malware
e Metamorphic Malware
e Malware-as-a-Service (MaaS)
Total Hours 34
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e, AALIM MUHAMMED SALEGH COLLEGE OF ENGINEERING

=t b IAF-AVADI, CHENNAI - 55
: A___& ; : DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING SN
s COURSE NAME:CYBER SECURITY TIMING:4.00 PM TO 550 PM
S.No DATE COURSE CONTENT
1 12/08/2020 Introduction to Cyber Security
2 13/08/2020 Types of Cyber Security
3 14/08/2020 Cyber Security Threats
8 17/08/2020 CyberSecurityBenefits
5 18/08/2020  |Cyberspace
6 19/08/2020 Threat Inteligence
7 20/08/2020 Incident Response
8 21/08/2020 Security Information and Event Management
9 24/08/2020 Advanced Persistent Threats(APTs)
10 25/08/2020 Zero Trust Architecture
11 26/08/2020 Artificial Intelligence and Machine Leamning in Cybercrime
12 27/08/2020 Autonomous Devices and Systems
13 28/08/2020 Internet of Things (IoT) Security
14 31/08/2020 Blockchain and Distributed Ledger Technologies (DLTs)
15 01/09/2020 Fileless Malware &
16 02/09/2020  |Polymorphic Malware -
17 03/09/2020 Metamorphic Malware
18 04/09/2020 Malware-as-a-Service (MaaS)
19 05/09/2020 Malware and its types
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AALIM MUHAMMED SALEGH COLLEGE OF ENGINEERING

DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING
VALUE ADDED COURSE - ATTENDANCE SHEET
COURSE NAME: CYBER SECURITY
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AALIM MUHAMMED SALEGH COLLEGE OF ENGINEERING
i AVADI — IAF, CHENNALI -55

DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

ACADEMIC YEAR: 2020-2021
COURSE NAME: CYBER SECURITY
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G CHASE TECHNOLOGIES

Chase Technologies

Certificate No. 2021001
R&D-Manager

Date: 05-09-2020

CERTIFICATE OF COMPLETION

This  certificate is awarded to ABDULLAH T(Reg.
No:110119104001) for completing the value-added Course Cyber
Security Conducted from 12" August 2020 to 05" Sep 2020.
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CHASE TECHNOLOGIES

Chase Technologies

Certificate No. 2021002
R&D-Manager

Date: 05-09-2020

CERTIFICATE OF COMPLETION

This certificate is awarded to ABDULLAH SYED ISMAIL(Reg.
No:110119104002) for completing the value-added Course Cyber
Security Conducted from 12" August 2020 to 05" Sep 2020.
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CHASE TECHNOLOGIES

Chase Technologies

Certificate No. 2021003
R&D-Manager

Date: 05-09-2020

CERTIFICATE OF COMPLETION

This certificate is awarded to ABDUL MUIZZ A(Reg.
No:110119104003) for completing the value-added Course Cyber
Security Conducted from 12" August 2020 to 05" Sep 2020.
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CHASE TECHNOLOGIES

Chase Technologies

Certificate No. 2021004
R&D-Manager

Date: 05-09-2020

CERTIFICATE OF COMPLETION

This certificate is awarded to ADNAN SHARIQ P(Reg.
No:110119104004) for completing the value-added Course Cyber
Security Conducted from 12" August 2020 to 05" Sep 2020.
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